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Mauritius HoneyNet Project

TERMS AND CONDITIONS

OVERVIEW

Mauritius HoneyNet Project abbreviated as MauHNET is the national project designed to
monitor and detect cyber-attack tactics, techniques and procedures used by the hackers. The
system will help organisations to improve their cybersecurity posture, minimize risks and
prevent cyber-attacks.

MauHNET is administered by the Computer Emergency Response Team of Mauritius (CERT-
MU), which has been set up as per Section 38 of the Cybersecurity and Cybercrime Act 2021.

By registering on the platform and hosting MauHNET within their ICT infrastructure, a
Member acknowledges having read, understood and hereby agree to be bound by and act
strictly in accordance with each and every term or condition.

The Terms and Conditions are governed by and will be construed in accordance with the laws
of Mauritius.

OBJECTIVES
The objectives of MauHNET Membership Programme are as follows:

e Setup a system which monitors and detects cyber threats on the organizational network.

e Helps to analyse, understand, watch and track hacker's behaviour used for
compromising data and systems.

e Provide a platform for a better visibility of cyber threats.

e Develop a better understanding of the different techniques that cybercriminals are using
to carry out cyber-attacks.

e Help organisations to improve their cyber defence capability.

e Stay ahead of current trends and emerging cyber threats.

e Enhance the overall cyber resilience of Mauritius.

These terms and conditions aim to implement the MauHNET in an effective way through a
highly participative, fair, open and transparent process in pursuit of its objectives.



TERMS AND CONDITIONS

1.

The MauHNET Membership Program is free and open to critical organisations in the
public sector including academia. To join the Program, a representative of the
organisation will have to register on the Membership page of the MauHNET website
along with all required information.

Membership to MauHNET is voluntary and in case the hosting organisation decides to
withdraw can do so by giving at least one month notice to CET-MU by sending an
email to contact@cert.govmu.org

An organisation will be entitled to only one membership for hosting the MauHNET
application.

CERT-MU will not be responsible for any hardware, software, Internet access, quality,
suitability or unavailability issues.

Members must access the MauHNET from trusted devices only.

The use of this platform may be logged and monitored by system and/or security
personnel.

MauHNET reserves the right to update, suspend or terminate the Terms and Conditions
at any time. If we make any substantial changes we will notify you by an email.

PRIVACY POLICY

By using the MauHNET platform, Members’ representative consent to the collection,
use and disclosure of their personal information in accordance with this Policy.

Personal data such as name, mobile number and email address are obtained when
registration is done on the MauHNET platform.

Personal data will be collected and used in accordance with the Data Protection Act
2017 of Mauritius for the following purposes:

= To help us in identifying you while using the MauHNET platform;

= Statistical Analysis

= Improving our service

= Requesting feedback from you

Privacy policy pertaining to disclosure of personal data, safeguarding your personal
information, information about other individuals and access to personal data are
governed by the Data Protection Act 2017 of the Republic of Mauritius.
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